23/3/2022

Zag yvwpiloupe otL n Yninpeoia KuPBepvoaoddalelag kot Aopaielag YoSopwv Twv
HMA (Cybersecurity & Infrastructure Security Agency - CISA) €xeL mpooBéoel 15 véeg
eunaBeleg otov Kataloyo MNvwotwv EumaBewwv (Known Exploited Vulnerabilities
Catalog) mou &latnpoloe. OL OUYKEKPLUEVEG TPWTIOTNTEC €lval ouxvog oToOXOG
emB€oewv Stadopwv kakoBouAwv tou KuBepvoxwpou kat arnmoteAoUV HEYAAN ameAn
yla ta mAnpodoplakd ocuotnuata. Ymapxouv evlelfelc Ot PwOLKEG OMAOEG
ETUTIOEPEVWV EKUETOAAEVOVTAL EVEPYA QUTEC TIC EUTIABELEG.

H CISA kavel loxupn olotacn MPo¢ OAOUG TOUG OpyavIOUoUG Twv HIMA va dwoouv
T(POTEPALOTNTA OTNV EyKalpn AP N HETPpwWV yla TI¢ 15 véeg eunmdBeLec.

Ol véeg euntaBeLeg €xouv WG EENG:

CVE ID

Vulnerability Name

CVE-2020-5135

SonicWall SonicOS Buffer Overflow Vulnerability

CVE-2019-1405

Microsoft Windows UPnP Service Privilege Escalation Vulnerability

CVE-2019-1322

Microsoft Windows Privilege Escalation Vulnerability

CVE-2019-1315

Microsoft Windows Error Reporting Manager Privilege Escalation
Vulnerability

CVE-2019-1253

Microsoft Windows AppX Deployment Server Privilege Escalation
Vulnerability

CVE-2019-1129

Microsoft Windows AppXSVC Privilege Escalation Vulnerability

CVE-2019-1069

Microsoft Task Scheduler Privilege Escalation Vulnerability

CVE-2019-1064

Microsoft Windows AppXSVC Privilege Escalation Vulnerability

CVE-2019-0841

Microsoft Windows AppXSVC Privilege Escalation Vulnerability

CVE-2019-0543

Microsoft Windows Privilege Escalation Vulnerability

CVE-2018-8120

Microsoft Win32k Privilege Escalation Vulnerability

CVE-2017-0101

Microsoft Windows Transaction Manager Privilege Escalation Vulnerability

CVE-2016-3309

Microsoft Windows Kernel Privilege Escalation Vulnerability

CVE-2015-2546

Microsoft Win32k Memory Corruption Vulnerability

CVE-2019-1132

Microsoft Win32k Privilege Escalation Vulnerability




MNeplocotepec mMAnpodopieg eival SLaBECLUES OTOUG TTAPOKATW CUVOEGHUOUG:

o. https://www.cisa.gov/known-exploited-vulnerabilities-catalog

B. https://www.cisa.gov/uscert/ncas/current-activity/2022/03/15/cisa-adds-
15-known-exploited-vulnerability-catalog

v. https://www.cisa.gov/known-exploited-vulnerabilities

5. https://www.cisa.gov/binding-operational-directive-22-01

€. https://msrc.microsoft.com/update-guide/vulnerability/
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