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. build 5.0/en/
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. 8 GitLab Neutralization 16.11 before N/A https://gitlab.com/gitlab-
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of Input 16.11.3,and 17.0 org/gitlab/-/issues/461328
before 17.0.1
https://nvd.nist.gov/vuln/de 79 Directory all versions up to, N/A https://wordpress.org/plugi
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https://nvd.nist.gov/vuln/de
tail/CVE-2024-20360

8.8

Cisco Firepower
Management
Center

SQL injection

N/A

N/A

https://www.cisco.com/c/e
n/us/products/collateral/se
curity/firesight-
management-
center/datasheet-c78-
736775.html

https://sec.cloudapps.cisco
.com/security/center/conte
nt/CiscoSecurityAdvisory/ci
sco-sa-fmc-sqli-
WFFDnNOQOs

https://nvd.nist.gov/vuln/de
tail/CVE-2024-27264

7.4

IBM Performance
Tools

gain elevated
privileges

i7.2,7.3,7.4, and
7.5

N/A

https://www.ibm.com/docs
/en/i/7.5?topic=data-
performance-tools-i

https://www.ibm.com/supp
ort/pages/node/7154595

https://nvd.nist.gov/vuln/de

tail/CVE-2023-51637

9.8

Sante PACS Server
PG Patient

SQL Injection

N/A

N/A

https://www.santesoft.com
/win/sante-pacs-server-
pg/sante-pacs-server-

pg.html
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Rockwell Automation Encourages Customers to
Assess and Secure Public-Internet-Exposed Assets

https://www.cisa.gov/news-

events/alerts/2024/05/21/rockwell-automation-

encourages-customers-assess-and-secure-public-

internet-exposed-assets

CISA Releases Industrial Control Systems Advisory

ICSA-24-142-01 LCDS LAquis
SCADA

ICSA-24-144-01
AutomationDirect Productivity
PLCs

https://www.cisa.gov/news-

events/alerts/2024/05/21/cisa-releases-one-industrial-

control-systems-advisory

https://www.cisa.gov/news-

events/alerts/2024/05/23/cisa-releases-one-industrial-

control-systems-advisory

CISA Adds One Known Exploited Vulnerability to
Catalog

CVE-2020-17519 Apache Flink
Improper Access Control

Vulherability

https://www.cisa.gov/news-

events/alerts/2024/05/23/cisa-adds-one-known-

exploited-vulnerability-catalog
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