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https://nvd.nist.gov/vuln/detail/CVE-
2024-5407  

10 RhinOS 
Code 

Injection 
3.0-1190 N/A 

https://github.com/josepsanz
camp/RhinOS 

https://www.incibe.es/en/inci
be-

cert/notices/aviso/multiple-
vulnerabilities-rhinos-saltos 

https://nvd.nist.gov/vuln/detail/CVE-
2024-0323  

9.8 

FTP server 
used on the 

B&R 
Automation 

Runtime 

unsecure 
encryption 

mechanisms 

N/A N/A 

https://www.br-
automation.com/en/products

/software/automation-
software/automation-

runtime/ 
https://www.br-

automation.com/fileadmin/S
A23P004_FTP_uses_unsecur
e_encryption_mechanisms-

f57c147c.pdf 

https://nvd.nist.gov/vuln/detail/CVE-
2024-5315  

9.1 
Dolibarr ERP - 

CRM 

SQL 
Injection 

9.0.1 N/A 

https://www.dolibarr.org/ 
https://www.incibe.es/en/inci

be-
cert/notices/aviso/multiple-
vulnerabilities-dolibarrs-erp-

cms 
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https://nvd.nist.gov/vuln/detail/CVE-
2024-5400  

8.8 
Openfind 
Mail2000 

OS 
Command 

Injection 

N/A N/A 

https://www.openfind.com.t
w/english/ 

https://www.twcert.org.tw/tw
/cp-132-7819-9661a-1.html 

https://nvd.nist.gov/vuln/detail/CVE-
2024-35231  

8.6 

rack-contrib 
(Rack 

Middleware 
and Utilities) 

Allocation of 
Resources 

Without 
Limits 

prior to 2.5.0 N/A 

https://rubygems.org/gems/r
ack-

contrib/versions/2.1.0?locale
=en 

https://github.com/rack/rack-
contrib/security/advisories/G

HSA-8c8q-2xw3-j869 

https://nvd.nist.gov/vuln/detail/CVE-
2024-35219  

8.3 
OpenAPI 

Generator 
Path 

Traversal Prior to version 7.6.0 N/A 

https://github.com/OpenAPIT
ools/openapi-generator 

https://github.com/OpenAPIT
ools/openapi-

generator/security/advisories
/GHSA-g3hr-p86p-593h 

https://nvd.nist.gov/vuln/detail/CVE-
2023-52712  

7.8 

AmdPspP2C
mboxV2 

(Huawei PC 
Product) 

Improper 
Access 
Control 

N/A N/A 

https://www.huawei.com/en/
psirt/security-

advisories/2024/huawei-sa-
voiiaciahpp-6376e0c7-en 

https://www.huawei.com/en/
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psirt/security-
advisories/2024/huawei-sa-

iiacviahpp-71ce77ee-en 

https://nvd.nist.gov/vuln/detail/CVE-
2023-52710  

7.8 

Huawei 
Matebook 

D16 

mproper 
Check for 

Unusual or 
Exceptional 
Conditions 

Model: CREM-
WXX9, BIOS: v2.26 

N/A 

https://consumer.huawei.co
m/en/laptops/matebook-d-

16-2024/ 
https://www.huawei.com/en/

psirt/security-
advisories/2024/huawei-sa-
hppvticfuoec-8ffde288-en 

https://nvd.nist.gov/vuln/detail/CVE-
2024-5403  

7.2 
ASKEY 5G NR 

Small Cell 

OS 
Command 

Injection 

N/A N/A 

https://www.askey.com/prod
ucts-detail/sce2200/ 

https://www.twcert.org.tw/tw
/cp-132-7821-87e38-1.html 

https://nvd.nist.gov/vuln/detail/CVE-
2024-4455  

7.2 

YITH 
WooCommer

ce Ajax 
Search plugin 
for WordPress 

Stored 
Cross-Site 
Scripting 

up to, and including, 
2.4.0 

N/A 

https://wordpress.org/plugins
/yith-woocommerce-ajax-

search/ 
https://www.wordfence.com/

threat-
intel/vulnerabilities/id/cf0f5fd

4-cd06-4d11-9f22-
1f417b546afb?source=cve 
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https://nvd.nist.gov/vuln/detail/CVE-
2024-30056  

7.1 
Microsoft 

Edge 

Exposure of 
Private 

Personal 
Information 

N/A N/A 

https://www.microsoft.com/e
n-

us/edge?ep=313&form=MA13
M0&es=40 

https://msrc.microsoft.com/
update-

guide/vulnerability/CVE-
2024-30056 

  
  
  
  

CISA/CERT-EU Alerts & Advisories   

Σύντομη περιγραφή / Τίτλος 
Αναγνωριστικό 

ευπάθειας 
URL 

Cisco Releases May 2024 Cisco ASA, 
FMC, and FTD Software Security 

Publication 

N/A 

https://www.cisa.gov/news-
events/alerts/2024/05/24/cisco-releases-may-2024-
cisco-asa-fmc-and-ftd-software-security-publication  

CISA Releases One Industrial Control 
Systems Advisory 

ICSA-24-144-01 
AutomationDirect 
Productivity PLCs 

https://www.cisa.gov/news-
events/alerts/2024/05/23/cisa-releases-one-

industrial-control-systems-advisory  
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