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m/threat-
intel/vulnerabilities/id/baa
20290-9c01-4f8d-adeb-
fbfb15b9d6a9?source=cve

Select-Themes
Stockholm

Path Traversal

from n/a through 9.6

N/A

https://themeforest.net/ite

m/stockholm-a-genuinely-
multiconcept-
theme/8819050
https://patchstack.com/d
atabase/vulnerability/stoc
kholm/wordpress-
stockholm-theme-9-6-
unauthenticated-local-file-

inclusion-
vulnerability? s_id=cve

8theme Xstore

Path Traversal

from n/a through
9.3.8

N/A

https://themeforest.net/ite

m/xstore-responsive-
woocommerce-
theme/15780546
https://patchstack.com/d
atabase/vulnerability/xstor
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e/wordpress-xstore-
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vulnerability?_s_id=cve

https://wordpress.org/plug
ins/addon-elements-for-
elementor-page-builder/
Local File all versions up to, https://www.wordfence.co
. . . N/A
Inclusion and including, 2.2 m/threat-
intel/vulnerabilities/id/e55
b86e2-b42e-483d-93cd-

2f09af64dbc7?source=cve

https://wordpress.org/plug
ins/custom-post-widget/
https://www.wordfence.co
N/A m/threat-
intel/vulnerabilities/id/c5a
0b8fe-d284-4780-84b5-
2e97fa96c99a?source=cve

Elements For
Elementor plugin
for WordPress

https://nvd.nist.gov/vuln/detail/CVE-
2024-5348

8.8

Content Blocks
(Custom Post Local File all versions up to,
Widget) plugin for| Inclusion |andincluding, 3.3.0

WordPress

https://nvd.nist.gov/vuln/detail/CVE-
2024-3564

8.8

https://nvd.nist.gov/vuln/detail/CVE- Ivanti Neurons for o https://www.ivanti.com/pr
8.8 L t N/A N/A
2024-22059 ITSM SQL injection oducts/ivanti-neurons-
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https://nvd.nist.gov/vuln/detail/CVE-

2024-35142

ennpealovral

QAVILHETWTILONG
itsm
https://forums.ivanti.com/
s/article/Security-
Advisory-May-2024

Deserialization

https://mlflow.org/
https://hiddenlayer.com/s

8.8 MLflow platform | of Untrusted 1.27.0 or newer N/A . .

Data ai-security-
advisory/mlflow-june2024
https://wordpress.org/plug

Login/Signup ins/easy-login-
Popup ( Inline woocommerce/
Form + unauthorized https://www.wordfence.co
8.8 Woocommerce ) modification 2.7.1t02.7.2 N/A m/threat-
lugin for of data intel/vulnerabilities/id/005
VSoriPress 227¢6-b9eb-466¢-b0c3-
ce52c25bb321?source=cv
e
https://docs.verify.ibm.co
IBM Security  |Execution with 10.0.0 through m/ibm-security-verify-
8.4 Verify Access Unnecessary N/A access/docs/deployment-
.. 10.0.6
Docker Privileges docker

https://www.ibm.com/sup
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Ivanti Connect

https://www.ivanti.com/pr
oducts/connect-secure-

vpn

Secure CRLF Injection 9., 22.x N/A https://forums.ivanti.com/
s/article/Security-
Advisory-May-2024
Improper https://opentelemetry.io/d
8.2 OpenTelemetry Restriction of N/A N/A ocs/collector/ ‘
Collector Operations https://opentelemetry.io/b
log/2024/cve-2024-36129
https://www.delltechnolog
ies.com/asset/en-
gb/products/storage/indus
Dell PowerScale Use of Hard- try-market/h10719-wp-
8.1 coded 8.2.xthrough 9.8.0.x N/A powerscale-onefs-

OneFS

Credentials

technical-overview.pdf
https://www.dell.com/sup
port/kbdoc/en-
us/000225667/dsa-2024-
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210-security-update-for-
dell-powerscale-onefs-for-
multiple-security-
vulnerabilities

https://docs.fortinet.com/
document/fortiweb-
manager-private-
cloud/6.2.3/fortiweb-

version 7.2.0 and
7.0.0 through 7.0.4

https://nvd.nist.gov/vuln/detail/CVE- Fortinet Improper manager-vm-on-
2024-23667 /8 FortiwebManager| Authorization and6.3.0and 6.2.3 N/A kvm/485484/download-
through 6.2.4 and .
the-fortiweb-manager-vm-
6.0.2
software
https://fortiguard.fortinet.c
om/psirt/FG-1R-23-222
https://forums.ivanti.com/
s/article/lvanti-Endpoint-
Manager-and-Endpoint-
https://nvd.nist.gov/vuln/detail/CVE- . buffer EPM 2021.1 and Security-Agent-
2024-22058 AR vanti EPM Agent | 1 rlow older N/A Deployment-Landing-

Page?language=en_US
https://forums.ivanti.com/
s/article/CVE-2024-22058-
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Privilege-Escalation-for-
Ivanti-Endpoint-Manager-
EPM

Ivanti Secure

local privilege

https://www.ivanti.com/pr
oducts/connect-secure-

vpn

Acces‘s Client for escalation N/A N/A https://forums.ivanti.com/
Windows ' . .
s/article/Security-
Advisory-May-2024
https://monitouch.fujielec
Fuii Electric Stack-based tric.com/site/vsft-e/
.J Buffer N/A N/A https://www.cisa.gov/new
Monitouch V-SFT .

Overflow s-events/ics-
advisories/icsa-24-151-02
https://www.codesys.com

/products.html

Incorrect https://customers.codesy

C?olzlii\t(ss Calculation of N/A N/A s.com/index.php?elD=du
P Buffer Size mpFile&t=f&f=18355&toke

n=e3e5a937ce72602bec3
9718ddc2f4ba6d983ccd1
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https://www.cisa.gov/news-events/ics-advisories/icsa-24-151-02
https://nvd.nist.gov/vuln/detail/CVE-2024-5000
https://nvd.nist.gov/vuln/detail/CVE-2024-5000
https://nvd.nist.gov/vuln/detail/CVE-2023-5751
https://nvd.nist.gov/vuln/detail/CVE-2023-5751
https://www.codesys.com/products.html
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&download=
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s.com/index.php?elD=du
mpFile&t=f&f=18354&toke

n=f3e92a942c3a2f90c272
a5ded7598c6a0b5f4924&
download=

https://github.com/Mintpl

https://nvd.nist.gov/vuln/detail/CVE-

Server-Side ex-Labs/anything-llm

7.7 labs/anything-lim Request N/A N/A https://huntr.com/bountie
Forgery (SSRF) s/bf44517e-a07d-4f54-

89b4-3b05fca2a008

https://grafana.com/produ
Server-Side from version 1.1.37 cts/cloud/oncall/
7.7 Grafana OnCall Request o 1.5.2 https://grafana.com/secur
before 1.5.2 ) .

Forgery (SSRF) ity/security-
advisories/cve-2024-5526/
https://wordpress.org/plug

LJ Apps WP ins/wp-tripadvisor-review-
7.6 TripAdvisor | SQL Injection | oM N/athrough N/A slider/

2024-35630

mintplex-
Review Slider

12.6

https://patchstack.com/d
atabase/vulnerability/wp-
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https://grafana.com/security/security-advisories/cve-2024-5526/
https://grafana.com/security/security-advisories/cve-2024-5526/
https://grafana.com/security/security-advisories/cve-2024-5526/
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https://nvd.nist.gov/vuln/detail/CVE-2024-35630
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tripadvisor-review-
slider/wordpress-wp-
tripadvisor-review-slider-
plugin-12-6-sql-injection-
vulnerability?_s_id=cve

https://lunary.ai/

advisories/CVE-2024-

. Uncontrolled . .
75 lunary-'alll%lnary Resource version 1.2.10 N/A https://huntr.com/bountie

application Consumption s/ecadad45-2a38-4f3c-

P 9ec1-8205cd51be31
https://www.envoyproxy.io
Envoy (cloud- /

7.5 native, open Uncaught N/A N/A https://github.com/envoyp

source edge and Exception ) )
service proxy) roxy/envoy/security/adviso
proxy ries/GHSA-g979-ph9j-5gg4
https://www.solarwinds.c

om/solarwinds-platform
75 SolarWinds SWQL N/A N/A https://www.solarwmd.s.c
Platform Injection om/trust-center/security-

28996
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https://github.com/envoyproxy/envoy/security/advisories/GHSA-g979-ph9j-5gg4
https://nvd.nist.gov/vuln/detail/CVE-2024-28996
https://nvd.nist.gov/vuln/detail/CVE-2024-28996
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https://www.solarwinds.com/solarwinds-platform
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https://www.wpase.com/
https://patchstack.com/d

atabase/vulnerability/admi

n-site-
enhancements/wordpress

75 Site Impr(?per‘ from n/a through N/A -admin-and-site-
Enhancements |Authentication 5.7.1
(ASE) enhancements-ase-
plugin-5-7-1-password-
protected-view-bypass-
vulnerability-
vulnerability?_s_id=cve
https://www.keycloak.org/
Exposure of https://bugzilla.redhat.co
7.5 Keycloak Sensm\{e N/A N/A m/show bug.cgi?id=22793
Information
03
Improper https://directus.io/
Check for https://github.com/directu
7.5 Directus Unusual or Priorto 10.11.2 N/A s/directus/security/advisor
Exceptional ies/GHSA-632p-p495-
Conditions 25m5
75 OpenShift's Authentication N/A N/A https://glthub.comlooens
Telemeter Bypass by hift/telemeter
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https://access.redhat.com

/security/cve/CVE-2024-
5037

Builder plugin for
WordPress

Stored Cross-
Site Scripting

all versions up to,
and including,
2.4.43

N/A

https://wordpress.org/plug

ins/brizy/
https://www.wordfence.co

m/threat-
intel/vulnerabilities/id/fOe
dfebc-bf6b-4346-9cd7-
ce00007e36207?source=cv
e

Ivanti Avalanche

unrestricted
file upload

before 6.4.x

N/A

https://www.avax.network
/
https://forums.ivanti.com/
s/article/Security-
Advisory-May-2024

Cisco Finesse

Brizy — Page

Server-Side
Request
Forgery (SSRF)

N/A

N/A

https://www.cisco.com/c/
en/us/products/contact-
center/finesse/index.html

https://sec.cloudapps.cisc

o.com/security/center/con

tent/CiscoSecurityAdvisor



https://access.redhat.com/security/cve/CVE-2024-5037
https://access.redhat.com/security/cve/CVE-2024-5037
https://access.redhat.com/security/cve/CVE-2024-5037
https://nvd.nist.gov/vuln/detail/CVE-2024-3667
https://nvd.nist.gov/vuln/detail/CVE-2024-3667
https://wordpress.org/plugins/brizy/
https://wordpress.org/plugins/brizy/
https://www.wordfence.com/threat-intel/vulnerabilities/id/f0edfebc-bf6b-4346-9cd7-ce00007e3620?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/f0edfebc-bf6b-4346-9cd7-ce00007e3620?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/f0edfebc-bf6b-4346-9cd7-ce00007e3620?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/f0edfebc-bf6b-4346-9cd7-ce00007e3620?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/f0edfebc-bf6b-4346-9cd7-ce00007e3620?source=cve
https://www.wordfence.com/threat-intel/vulnerabilities/id/f0edfebc-bf6b-4346-9cd7-ce00007e3620?source=cve
https://nvd.nist.gov/vuln/detail/CVE-2024-29848
https://nvd.nist.gov/vuln/detail/CVE-2024-29848
https://www.avax.network/
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https://www.cisco.com/c/en/us/products/contact-center/finesse/index.html
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y/cisco-sa-finesse-ssrf-rfi-
Um7wT8Ew
PORTY Smart
Tech Technology https://porty.tech/en/main
https://nvd.nist.gov/vuln/detail/CVE- Joint Stock | Exposure of _page
) 7.2 Sensitive before 2.02 N/A
2024-1662 Company Information https://www.usom.gov.tr/
PowerBank bildirim/tr-24-0602
Application
https://en-
gb.wordpress.org/plugins/f
v-wordpress-flowplayer/
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CISA/CERT-EU Alerts & Advisories
Zovroun ntepypadn / TitAog AvayvwploTtiko euttabelag
ICSA-24-156-01 Uniview NVR301-04S2-P4
ICSA-23-278-03 Mitsubishi Electric CC-Link IE TSN
Industrial Managed Switch (Update A)
ICSA-22-172-01 Mitsubishi Electric MELSEC iQ-R, Q,
L Series and MELIPC Series (Update C)
ICSA-24-151-02 Fuiji Electric Monitouch V-SFT
(Update A)
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